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DATA PROTECTION POLICY 

 

This document summarises the Data protection and security policy.  It is intended to act as a support for 

staff when handling data. 

 

Note: This document will be reviewed July 2018 when new General Data Protection Regulation comes into 

force. 
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1. DEFINITIONS: 

 

Personal Data means data about a living individual who can be identified from that information (or from that and 

other information in the possession of the data controller). This includes an expression of opinion about the 

individual, but not any indication of the intentions of the data controller or any other in respect of that individual. 
 
Sensitive Personal Data means personal data consisting of information in any of the following categories: 

 Racial or ethnic origin of the data subject 

 His/her political opinions 

 His/her religious beliefs or other beliefs of a similar nature 

 Whether he/she is a member of a trade union 

 His/her physical or mental health or condition 

 His/her sexual life 

 The commission or alleged commission by him/her of an offence 

 Any proceedings for any offence committed or alleged to have been committed by him/her, the disposal of 

such proceedings, or the sentence of any court in such proceedings. 
 

Processing is very widely drawn and means obtaining, recording or holding the information or data, or carrying out 

any operation or set of operations on the information or data, including organisation, adaptation or alteration, 

disclosure and destruction of the information or data. 
 

The Principles of the Data Protection Act 1998  

The eight principles which form the basis of the Act state that data must be: 

 

 Fairly and lawfully processed 

 Processed for limited purposes 

 Adequate, relevant and not excessive 

 Accurate 

Staff must therefore ensure that all recorded data is written in an objective manner. 

 Not kept for longer than is necessary. 

Retention periods apply 

 Processed in line with the rights of the subject of the data 

Data subjects have the right to access their personal data. Therefore, data recorded must be objective. 

 Stored and processed securely 

All necessary measures must be taken to prevent unauthorised or unlawful processing of personal data and 

to protect personal data against loss, damage or destruction. 

 See school Data Security Policy and Procedures 

 Not transferred to countries without adequate protection 

 

Layers of Responsibility 
a) Senior Information Risk Officer (SIRO) is the CEO, Tony Lacey. 
b) Each Academy Headteacher is the Data Protection Officer for their individual academy.   
c) Information Asset Owners manage data – Headteacher/SENCo/ADMIN 

d) All staff and Governors have a duty to observe the Data Protection Principles and the procedures referred 

to in this document. 
 
 
2. DISCLOSURE 
 
Disclosures of personal / sensitive information will only be made with the consent of the person about whom the data 
is held AND with the consent of the IAO / SIRO.  Consent needs to be in writing, unless the request is made by law 
enforcement agencies. 
 

3. KEEPING DATA SECURE 
 
It is a legal requirement of the Data Protection Act 1998 to protect and secure personal data. 
 

a) Computer Passwords 

Each user will have a unique user-ID and password. The use of another person's user-ID is not permitted. Users 

must not disclose their user-ID or password or visibly record them on or near equipment providing access to 

networks or systems. Users must not use anyone else’s account. 

Users will change default passwords, which enable first access, immediately. 
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Log-on passwords should be a minimum of eight characters in length and must contain three different types of 

characters from the following sets: 

 

 Upper case  

 Lower case  

 Numbers 

 Punctuation 

 

Passwords must be changed regularly and where they give access to personal information not less than every 

42 days. A password should be changed immediately if it is suspected that the password has been disclosed, 

this should also be reported to the appropriate IAO. 

 

b) Storage  

 Personal / sensitive data must be stored securely. 

Paper:  

Protect – locked cabinet 

Restricted - locked cabinet 

Confidential - locked cabinet and secure room 

 

Electronic: 

School servers 

Encrypted mobile memory devices 

 

 E-mail 

The names of children and other school data should not be emailed to people outside the school without 

permission from the Headteacher. 

 

 Mobile Phones 

Mobile phones should not be used in front of the children, and should be on silent during lessons.  

Mobile phones must never be used to take photographs in school.  

  

c) Printing 

When printing remotely, protect and above should be printed to file or secure print facility. 

 
d) Data Security for Off-Site Working 

The school recognises that personal data may be accessed by users out of school, or transferred to the LA or 

other agencies. In these circumstances:  

 When sensitive or personal data is required by an authorised user outside the organisation’s premises 
(for example, by a member of staff working from home), they should preferably have secure remote 
access to that information / system. 

 If secure remote access is not possible, users must only remove personal or sensitive data from the 
premises if the storage media, portable or mobile device is encrypted and is transported securely for 
storage in a secure location. This requires approval from the SIRO and signature on Data Acceptable 
Use Policy.  

 Users must ensure that computers or removable devices which contain personal data are not accessed 
/ used by anyone else (e.g. family members) when out of school. 

 All storage media must be stored in an appropriately secure and safe environment that avoids physical 
risk, loss or electronic degradation.  

 Personal data can only be stored on equipment owned by the school (this includes storage media as 
well as computers). Private equipment must not be used for the storage of any personal data.  

 Care must be taken during transportation to avoid theft or compromise 

 Care must be taken during off-site working to maintain the security of the data – store securely, 
computer security etc  

e) Retention and Destruction of Data 
Data retention timetables apply – see office staff for details before destroying. 
Securely delete or shred all personal / sensitive data. 
All old equipment must have its memory removed before leaving the building.  

 
 
4. DATA PROTECTION INCIDENTS 
 
Any near miss or loss of data must be reported to the IAO and SIRO immediately. 
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5. RIGHTS OF ACCESS TO INFORMATION  
 
There are two distinct rights of access to information held by schools about pupils.  

 Under the Data Protection Act 1998 any individual has the right to make a request to access the personal 
information held about them.  

 The right of those entitled to have access to curricular and educational records as defined within the 
Education Pupil Information (Wales) Regulations 2004.  

These procedures relate to subject access requests made under the Data Protection Act 1998.  
 
 
6. ACTIONING A SUBJECT ACCESS REQUEST  
 

a) Requests for information must be made in writing; which includes email, and be addressed to the 
Headteacher. If the initial request does not clearly identify the information required, then further enquiries will 
be made.  
 

b) The identity of the requestor must be established before the disclosure of any information, and checks 
should also be carried out regarding proof of relationship to the child. Evidence of identity can be established 
by requesting production of:  

 passport  

 driving licence  

 utility bills with the current address  

 Birth / Marriage certificate  

 P45/P60  

 Credit Card or Mortgage statement  
 
This list is not exhaustive.  
 

c) Any individual has the right of access to information held about them. However, with children, this is 
dependent upon their capacity to understand (normally age 12 or above) and the nature of the request. The 
Headteacher should discuss the request with the child and take their views into account when making a 
decision. A child with competency to understand can refuse to consent to the request for their records. 
Where the child is not deemed to be competent an individual with parental responsibility or guardian shall 
make the decision on behalf of the child.  
 

d) The school may make a charge for the provision of information, dependent upon the following:  
 

 Should the information requested contain the educational record then the amount charged will be  
dependent upon the number of pages provided.  

 Should the information requested be personal information that does not include any information  
contained within educational records schools can charge up to £10 to provide it.  

 If the information requested is only the educational record viewing will be free, but a charge not  
exceeding the cost of copying the information can be made by the Headteacher.  

 
e) The response time for subject access requests, once officially received, is 40 days (not working or school 

days but calendar days, irrespective of school holiday periods). However, the 40 days will not 
commence until after receipt of fees or clarification of information sought. 
  

f) The Data Protection Act 1998 allows exemptions as to the provision of some information; therefore, all 
information will be reviewed prior to disclosure.  

 
g) Third party information is that which has been provided by another, such as the Police, Local Authority, 

Health Care professional or another school. Before disclosing third party information consent should 
normally be obtained. There is still a need to adhere to the 40 day statutory timescale.  

h) Any information which may cause serious harm to the physical or mental health or emotional condition of the 
pupil or another should not be disclosed, nor should information that would reveal that the child is at risk of 
abuse, or information relating to court proceedings.  

i) If there are concerns over the disclosure of information, then additional advice should be sought.  
j) Where redaction (information blacked out/removed) has taken place then a full copy of the information 

provided should be retained in order to establish, if a complaint is made, what was redacted and why.  
k) Information disclosed should be clear, thus any codes or technical terms will need to be clarified and 

explained. If information contained within the disclosure is difficult to read or illegible, then it should be 
retyped.  
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l) Information can be provided at the school with a member of staff on hand to help and explain matters if 
requested, or provided at face to face handover. The views of the applicant should be taken into account 
when considering the method of delivery. If postal systems have to be used, then registered/recorded mail 
must be used.  

 
 
7. COMPLAINTS  

 
Complaints should be made in accordance with the Trust complaints policy, available on the Trust website. 
Complaints which are not appropriate to be dealt with through the Trust’s complaint procedure can be dealt with by 
the Information Commissioner. Contact details of both will be provided with the disclosure information.  
 
 
8. CONTACTS  

 
If you have any queries or concerns regarding these policies/procedures, then please contact the Trust Data 
Controller via ceo@oaktreesmat.co.uk. 
 
 
Signed: ________________________ 
 
 
Date: ________________ 
 
 
Position: _______________________ 
 
 


